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NICE FRAMEWORK
NIST Special Publication 800-181

Improves communication about how 
to identify, recruit, develop, and 
retain cybersecurity talent. 

Categorizes, organizes, and 

describes cybersecurity work. 

Can be used by:

Å Public and Private Sector Employers

Å Education Providers

Å Technology Developers

Å Current and Future Cybersecurity Workers

Å Training and Certification Providers

Å Policymakers
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Cybersecurity Workforce Categories (7)

Specialty Areas (33) ïDistinct areas of 

cybersecurity work

Work Roles (52) ïThe most 

detailed groupings of IT, 

cybersecurity, or cyber-related 

work, which include specific 

Knowledge, Skills, and Abilities

(KSAôs) 

required to 

perform a set 

of Tasks.

NICE FRAMEWORK - NIST Special Publication 800-181
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NICE FRAMEWORK USE CASES

Use Cases describe specific situation in which the NICE Framework can be used.

Development of Position Descriptions

Performing Workforce Assessments

Creation of Learning Outcomes 

for Courses

Validation of Knowledge, Skills, and 

Abilities for Awarding Credentials

Career Pathway for Learners and 

Job Seekers
Talent Management
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101 Resources

Å Search the NICE 

Framework

Å One Pager

Å Video Tutorial

Employer 

Resources

Å DoD Cyber Workforce

Å Position Description 

Tool

Å Capability Indicators

Education/Training 

Provider Resources

Å Course/Curriculum 

Mappings

Å Certification Mappings

Å Training Catalog

Learner 
Resources

Å Pathways
Å Career Profiles
Å Hands-on 

Activities

nist.gov/nice/framework

NICE FRAMEWORK RESOURCE CENTER

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-cybersecurity-workforce-framework-resource-center




7Confidential - Not for Distribution

iQ4 Corp is creating a 

supply demand skills 

marketplace

iQ4 Mission

-optimizing investment in finding, developing and 

retaining talent. 

-disrupting the status quo of buying a talent pipeline 

é by building one at scale, using our tooling, 

models and content  

-fulfilling potential of our enterprise, academic and 

student engagements. 

-fixing the skills gap that exists internally within the 

enterprise, public sector and schools is at the core 

of our company and social markets é 

Finding and Fueling Growth é 

Transforming the Learning Economy  
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Establish three beachheads 
Ǔ Industry/Education ςVirtual Apprentice Challenge

Ǔ Enterprise ςJPM Chase

Ǔ Students ςNational Student Clearinghouse

Transforming the Learning Economy

Role/KSA profiling via 

standards & 4-tier 
taxonomies

Reskilling/upskilling via 

pathways, course 

recommendations and 

work- based applied learning

Skills optimization for 

Agile & Gig economies,

talent pipelining, internal 

and external, My T 
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